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Purpose

This document describes the instructions for setting up the SMTP (Simple Mail Transfer Protocol) server to
support the OPSoftware email based products. Y ou only need to follow the SMTP server setup instructions
if you do not already have your SMTP server activated.

Before you Begin

If you have already installed and set up Internet Information Services (11S), you may already have the
SMTP server installed. Check the topics on how to tell is SMTP server is aready installed before
performing the installation steps.

Install Simple Mail Transfer Protocol (SMTP)

Simple Mail Transfer Protocol and its virtual server are required to process your out-bound emails. This
common service may aready beinstalled on your server. Most vendors install this service by default.

How to tell if SMTP is installed on Windows NT version 4.0:

Choose Start — Programs. If you do not see a program group called Windows NT 4.0 Option Pack, then
SMTP s probably not installed. If you do see this program group, you must also make sure you see the
sub-group called Microsoft Internet Information Server. Choose the “Internet Service Manager” item from
the “Microsoft Internet | nformation Server” group. Expand your Internet Server groups and look for the
“Default SMTP Site” item.
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How to tell if SMTP is installed on Windows 2000:

Right click on My Computer and choose Manage. Expand the Services and Applications group and make
sure you see Internet Information Services. If you do not see thisitem, and the corresponding Default
SMTP Virtual Server, then SMTP is not installed on your server.
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Installing SMTP

Installing the SMTP server depends on the operating system you are using. Y ou cannot install SMTP server
on Windows 95, 98, or ME.

Installing SMTP Server on Windows NT 4.0:

Insert the OPSoftware ePower CD in your CD drive. Choose Start — Run and then click the Browse Button.
Browse to your CD drive. Double click the Server folder. Double click the NT4 folder. Double click the
NTOptPk folder. Double click the SETUP.EXE file. Click the OK Button. Thiswill start the NT Option
Pack Setup.

Y ou may receive a message that the product has not been tested with your current service pack. Choose yes
to continue.

Choose next to begin the setup.
Choose custom setup if asked.
Choose Add/Remove if asked.

Scroll down the list until you see “Internet Information Server (11S) and click on thisline. Do not click the
check box, just click on the lineto select it!

Click the “ Show Subcomponents’ button to show the subcomponents of Internet |nformation Server.
Scroll down the subcomponents list and make sure“SMTP Service” is checked.
Click the OK Button to accept the SMTP selection.

Choose next to continue the installation. Y ou may be requested to provide locations for the install files.
Y ou can change the drive letter, but it is better to leave the default paths alone.

Re-boot your server after installing SMTP Server.

Installing SMTP Server on Windows 2000:

Insert your Windows 2000 CD in the CD drive. This CD should auto start and you should choose the Install
Add-On Components. Y ou can also use Start — Settings — Control Panel — Add Remove Programs and then
choose Add/Remove Windows Components.

Click on the “Internet Information Services (11S)” component and then click the Details Button.
Scroll down the details list and make sure “SMTP Service” is checked.

Click the OK Button to accept the SMTP selection.

Click next to install the SMTP Service.
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Apply current service packs

Y ou must make sure your computer has the most recent service packs applied to properly run SMTP
Server.

Windows NT 4.0 Service Pack:

As of the writing of this document, Service Pack 6 was the current release. Y ou should visit the Windows
Update site on Microsoft’s web site to confirm the latest service pack. Y ou can also download and apply
these service packs from the Windows Update site.

Windows 2000 Service Pack:

As of the writing of this document, Service Pack 2 was the current release. Y ou should visit the Windows
Update site on Microsoft’s web site to confirm the latest service pack. Y ou can also download and apply
this service pack from the Windows Update site.

Apply last minute patches

There are recent security patches critical to the operation of SMTP Server and the other Internet
Information Services. These patches were released after the service packs for both NT 4.0 and Windows
2000. Y ou must visit the Windows Update site and download and apply al critical updates for your server.

Y ou may need to download many updates. Y ou need to keep returning to this site until no more critical or
recommended updates are shown.

Windows Update Web Site:

Y ou can get to the Windows Update site by going to Jvww.microsoft.com|and then choosing the
Downloads link and then Windows Update.
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Setting SMTP Server Properties
These instructions are similar for both Windows NT 4.0 and W2K. The screens are from Windows 2000.
You must first locate your SMTP server.

Windows 2000: Right-click on My Computer and choose manage. Expand “ Services and Applications’
and then expand “Internet Information Services’. Right-click on “Default SMTP Virtual Server” and
choose “Properties’ from the pop-up menu.

Windows NT 4.0: Choose Start — Programs. Choose “Windows NT 4.0 Option Pack”, “Microsoft Internet
Information Server”, “Internet Service Manager” Expand your Internet Server groups and look for the
“Default SMTP Site” item. Right-click on “Default SMTP Site” and choose “Properties’ from the pop-up
menu.

General properties:
The General Properties tab should not normally require any changes.

Default SMTP ¥irtual Server Properties ed |

General I.-'l'-.ccessl Messagesl Deliver_l,ll LOAR Fh:uutingl Seu:urit_l,ll

% Ciefault SMTP irtual Server

M ame: Default SMTP Yirtual Server
IP addiess: | {All Unassigned) 7| Advanced.. |
— Connection

Configure the connection information used by this Connection |
TES0LICE,

—1 Enable logging
Setive log farmat:

IWSE Estended Log File Farmat j Froperties... |

0k, I Cancel Apply Help
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Connection Options:

Clicking the Connections Button from the General Tab allows you to control connection limits. The
defaults should be acceptable for most installations. If your activity becomes heavy, you may need to adjust
the time-outs and maximum connections.

x

— |nzoming
v Limit connections to: I'I ]
Time-out [minutes): I'I 1]
— Outgaing

¥ Limit connections to:
Time-out [minutes):

v Limit connections per domait bo: 100

197

TCP part: 25

] I Cancel | Help |
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Access Tab:

The Access Tab controls access to your SMTP virtual server. There are several other buttons on this screen
each displaying different configuration properties.

Default SMTP Yirtual Server Properties 7] x|

General Access |Messages| Deliveryl LOAP Fh:nutingl Securit_l,ll

—Access control

Enable anorwmous access and edit the

authentication methads for thiz rezource. | iz diat.. I

— Secure commurnicatian

Wiew or get the zecure communications
method uzed when this virtual server iz

acceszed, o
Communication...

Certificate... |

— Connection contral

[arant ar deny access ko this resouce Using

; Connection... |
|FP addreszes or Intermet damain names.

— Relay restrictions

Grant or deny permzsions o relay e-mail

through this SMTP wirtual zerver. Relay... |

0k, Canicel Smply Help
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Authentication

The default settings for this screen should be acceptable in most situations. If you do not select the
Anonymous access option, then users cannot email from your Websites.

Authentication x|

Select acceptable authentication methods far this resouce,
V¥ &nonymous access

Mo uzer name or paszword required.

¥ Basic authentication

The pazsword will be zent over the netwaork, in clear kext uzing standard
commards.

[ Feguires TLS encivption
Default domain;

v Windows zecurity package

The client and zerver neqatiate the ‘Windows Securnty Suppart Provider
Interface.

] I Caricel Help

Secure Communications

Secure communications are not required for DB2 email notifications.
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Connection

You can limit access to the SMTP virtual server through the connection screen. If you limit connections,
then make sure your Web Server and DB2 Server have access.

x

Select which computers may access thiz virtual server:
™ Only the list below
= Al except the list below

Computers:
Aoocess | IF Address [Mazk] / Domain Mame
Add | Bemoyve |

0k, I Cancel Help
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Relay

Normally, you should not allow any computer to relay through your SMTP Server.

Relay Restrictions x|

Select which computer may relay through this wirtual zerver:

" Only the list below
" &l except the list below

Computers:
Aooess | IF Addresz [Mazk] / Domain Mame
Add... | Bemove |

v Allow all computers which successfully authenticate ta relay, regardless
of the list abowve.

ak. I Cancel Help
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Messages Tab
Depending on the volume and size of individual emails you will be sending, you may need to adjust the
values on this tab.

It is suggested that you enter a valid email addressin the “Send copy of Non-Delivery report to” box. This
will help in debugging messaging problems. Y ou can always remove this email address at a later date.

Default SMTP Yirtual Server Properties ed |

Generall Aocess  Meszages | Deli'-.:'er_l,ll LDAP Hn:nutingl Sec:urit_l,ll

Specify the following meszaging information.

¥ Limit meszage size to (KB 2048
v Limit session size to (KB 10240

[w Limit hurnber of messages per connection to: 20

11

[ Limit nurber of recipients per message to; 100

Send copy of Mon-Deliverny report to:

B admail directory:
IE:'\Inetpub'\.maiIrDDt'\E admail Browse...

U

] I Caricel Amply Help
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Delivery Tab:

Y ou can adjust the delivery re-tries and delaysif desired. There are also two important buttons on this
screen that determine how messages are delivered.

ol =
O n

r-J
=
(]
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Outbound Security Button

Outbound security only appliesif you are using a*‘ Smart Host’. See the smart host or direct delivery topic

for more information about smart hosts and direct delivery.

Select the authentication method your smart host uses and then enter your account name and password for

the smart host.

Dutbound Security x|

% fAnonymous access
Mo uger name or paszword required.

™ Basic authentication

The pazsword will be zent over the netwaork, in clear kext uzing standard

commands.
[zer name: I Brawze, . |
Fazzword: I

" ‘Windows security package

The chent and zerver negotiate the Windows Securnty Support Provider

|nterface.
Srcount I Fd ity |

Fazsword: I

[~ TLS encryption

0k, I Canicel Help
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Advanced Button

The maximum hop count should not hormally need to be changed unless you have many servers between
you and the final destination.

The fully qualified domain name and the Masquerade domain control the SMTP domain name. The
masquerade domain allows you to override the actual domain name.

The Smart Host box contains the name of your smart host server. If you set a smart host, you must also
provide authentication with the outbound security button.

Advanced Delivery x|

b aximurn hop caunt;
15

kM azquerade damair:

Fullp-gualified domain name:

Irick.prupsulutinns.cum Check DMNS |

Smart hozt:

™| fttempt direct deliven befare sending to smart host

™ Perform reverse DS lookup on incoming messages

] I Caricel Help

Other Tabs:

The other tabs on the SMTP Server Properties are advanced features and not required for operation with
DB2 email notifications.
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Smart Host or Direct Delivery?

Deciding if you should use a smart host, or to just let the SMTP server deliver the messages directly
depends upon the number of messages you will be sending, the speed of your Internet connection, the speed
of your hardware, and the reliability of your smart host.

A smart host isafull function email system such as Microsoft Exchange Server. It can accept incoming
emails using POP3, and send outgoing emails using SMTP. The SMTP server can only send or relay
outbound emails.

Also, an ISP using a smart host may provide your email. Y ou log into this smart host to send and receive
email.

Direct Delivery:

Direct delivery means that the SMTP server attempts to deliver the messages directly by connecting to the
destination email server and sending the message. While potentially more reliable and faster than using a
smart host, some processing power is consumed by attempting the direct delivery. Also, Internet bandwidth
is used to transmit the message. Of course, Internet bandwidth would be used anyway unless you are using
a separate connection for your smart host.

It is suggested that you try direct delivery first and only switch to a smart host if volume dictates.

Smart Host:

Using a smart host means that the SMTP server passes all messages off to a‘smart host’ to handle final
delivery. Smart hosts can cut down on processor usage if the number of retriesis large or the smart host is
connected to the local network.

Remember, that the SMTP server must perform the initial send to the smart host in al cases. If you are
using an ISP smart host, then you will most likely be going out to the Internet to contact this host. Using an
Internet ISP smart host does not provide much advantage (you might as well try the final destination)
unless the number of retriesislarge. In fact, one of the settings on the Delivery Tab when you enter a smart
host isto try direct delivery first. This option makes more sense if an Internet based smart host is to be
contacted for re-trying only.

If you have alocal network connected smart host such as Exchange Server, then passing all emailsto this
host will increase throughput.

Next Steps

Test your SMTP Server using the DB2 Email Notification. See the DB2 Email Notification instructions for
information.
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