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Purpose

This document describes the setup and configuration of the DB2 Web Logs. Y ou only need to review these
instructions if you have installed the DB2 product and want to monitor eServ Website activity.

Before You Begin

Make sure you have completed the setup and installation of DB2 before continuing. These instructions
require DB2 to be installed and either authorized or operating in evaluation mode. Y ou cannot complete
these instructions until you complete the setup and authorization of DB2.

These instructions cover both the DB2 Web Log Processor and the eServ Website Monitor. The DB2 Web
Log Processor requires authorization before it can be used. Please contact Jack Duncan at 800-722-3615 to
receive authorization codes for this function.

Creating an ODBC Data Source

Unlike other functionsin DB2 that read the common setup to determine database locations, the Web Log
functions, including the eServ Website Monitor, require you to establish an ODBC data source before
information can be written to the log database by your eServ Website.

The specifics described and the sample screens are from Windows 2000. Windows NT has the same or
similar functions.

Important! You only need create the ODBC Data Source on the server running the eServ Website. Y ou do
not need to create an ODBC data source on workstation computers to monitor your eServ Website.

Open ODBC Data Source Administrator:

Click on Start — Settings — Control Panel. Y ou should have link in the control panel to Administrative tools.
Click that link to open the Windows 2000 Administrative tools. Under the Administrative Tools, you
should have an entry called “ Data Sources (ODBC). Double-click this entry to open the data sources
administration program. Windows NT users may have the ODBC administration directly under Control
Panel.
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Adding the Data Source:

Make sure you are on the System DSN tab. If you are on any other tab, then your data source will not be
available to the eServ Website. There may already be many data sources listed on this tab. These are OK
and you should not change or delete them without knowing exactly what you are doing.

Click the Add Button to create the new data source.
£710DBC Data Source Administrator |

UserDSH  System DSM | File D'5H I Driversl Tracingl Connechion P'u:u:ulingl About I

Syztem D ata Sources:

M arne | Driver | Add.. |

ECDOCMuzic  Microgoft Access Driver [*. mdb]

Canfigure...

An ODBC Spstem data source ztorez information about how to connect to
the indicated data provider. & System data zource iz vizible to all users
on this machine, including HT services.

k. Cancel Spply Help
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Select the Driver:

Y ou must select the Microsoft Access Driver. Be very careful to select the correct driver. Some of the
drivers are available in different languages and although they are similar, they are not the same. In the
screen below the correct driver is selected. If you do not see this exact same driver in your list, then you
cannot setup the ODBC data source required by Web Logs.

Click the Microsoft Access Driver on the list and then click the Finish Button to continue.

Create Mew Data Source El

Select a driver for which you want to set up a data zource.

M arme | h .
Drriver da Microzoft para arquivos testo [tk ®cev] 4.
Dniver do Microsoft Access [*.mdb)
Drriver do Microzoft dBaze [*.dbf]
Drriver do Microzoft Excel* xlz]
Drriver do Microzoft Parados [5.db ]
Diniver para o Microsoft Yisual FosPro

Microzoft Access Driver [¥.rmdb)
kicrozoft Access-Treiber [ mdb]

bicrozoft dBaze Driver [*.dbf] I
hdir ekt AD me WED Cirinsar 1% ARF] C
1 r ri 3

¢ Back I Finizh I Cancel
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Data Source Name:

Y ou must enter the exact data source name. If this name is not exact, then eServ will be unable to find the
data source and no logging will take place. Below is a screen shot of exactly how your entries should
appear. The data source name must be ECNWL!

Enter a description of DB2 Web Logs, athough this entry is not critical like the Data Source Name, it helps
to identify this data source.

Except for the Select Button, there is no need to click any other button on this screen. Follow the
instructions exactly for best results.

After making these entries, you must click the Select Button to select the Access database to use with this
data source. The data source will not work until you select a database.

Click the Select Button to continue setting up the data source.

ODBC Microsoft Access Setup

Drata Source Mame: IEI:N'W'L

|:|i
x

Description: IDBE Web Logz
Cancel |
—Databaze
D atabaze: Help |
Select... | Create. .. | Repair... Compact... |
Advanced... |

— System [ atabaze

..............

" Databaze:

System Matabasze...

Optiores >
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Selecting the Database:

From the Select Database screen, make sure to first choose the correct drive (at the bottom of the screen)
and then choose the directory containing your DB2 databases.

Scroll down the list of database names and make sure you select the ECNWL.MDB databasefile.
Y ou must select this exact file. No other file will work correctly!

Make sure the Read Only and Exclusive check boxes are NOT checked as shown below.

Click OK to select the database and return to the Data Source setup.

Click OK again to finish the data source setup.

x
D atabase Mame Directaries:
|ECNwL. mdb chdbZ

Eanu:el

ECHPO. mdb ;I = M

ECHSY mdb = DE2

ECMTE.mdb £ client Help |
echuz.mdb EleEn

ECHUS-old.mdb 1 Databases M| Read Orily
ECMwWL. mdb L 3 elmages

ECMWS mdh £ Save |_ Exclusive
ECHB.mdb =l

Lizt Files of Type: Dirives:

Arocess Databazes [*.mnj I = e j Medwork... |
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Verifying the Data Source:

After clicking OK, you should be returned to the main ODBC data source screen. Y ou should see your
newly created data source shown exactly as below.

Note that there may be other data sources shown on your computer.

Usger DSk System DSM | File DSM I Dri'-.fersl Tracingl Connection F'u:u:ulingl Sbout I

System Data Sources:

Mare | Driver | d
ECOCMuzic  Microzoft Access Dnver [*.mdb]
Microzoft Access Diriver [*.mdb) Remove

Configure. ..

flif

An ODEC System data zource stores information about how to connect ko
the indicated data prowvider. A System data zource iz wizible to all uzers
an thiz machine, including NT services.

] | Cancel | Apply Help

Finishing the Data Source Setup

Click OK to close the ODBC Data Source Administrator. Y ou must now shutdown and re-start your DB2

Server and the eServ Website. eServ will be unable to read the newly created data source until you shut
down and restart.
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DB2 eServ Website Monitor

If you have completed the data source setup and re-started your eServ computer, then you can open, setup
and test the eServ Website monitor.

The DB2 eServ Website Monitor is used to monitor activity occurring on your eServ Website. Y ou can
access this program from either the DB2 Main Menu or the DB2 Workstation Menu. Y ou can also run this
program stand-alone. The primary reason you may want to run the program in stand-alone mode is that
when run from the DB2 Server Menu, no scheduled jobs will occur.

To run the program in stand-al one mode, open your DB2 folder (either on the Server or Workstation) and
locate the EC_KZ.EXE program file. Right-click on this file and choose the Create Shortcut item from the
pop-up menu. Thiswill place alink to the DB2 eServ Website monitor on your desktop. Y ou can then
double-click this shortcut to open the monitor.

The DB2 version of the monitor has been improved over the similar eOrder 3 monitor. Much less overhead
isrequired and the refresh times can be much more often. Other display controls and screens have been
added to more completely display what is happening on your site.

_loix

Total Sessions: Current Sessions: Logged In Sessions:

1,528 18

The main monitor screen shown above contains session counters from your eServ Website. Please note that
these counters only apply to your eServ site, even if you host other Websites on the same server.

Setup | Detailz |

The Total Sessions counter displays the total sessions since the last re-boot.
The Current Sessions counter displays the number of current eServ sessions.

The Logged In Sessions counter displays the number of sessions that have successfully logged into your
eServ site.

The reason you may have more Current Sessions than Logged In Sessions is the second someone accesses
your eServ site asession is created for them. They may sit at the login page for many seconds, possibly
minutes, before they log in. Also, they may never log in and just close their browser.
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DB2 eServ Monitor Setup:

Click the Setup Button from the main screen to display the timer option settings. Note that these new
settings are in seconds where the eOrder 3 settings were in minutes. These short refresh times are possible
due to the new efficiencies.

The Main Screen Auto-Refresh controls how often the main screen will automatically refresh.

The Detail Screen Auto-Refresh controls how often the detail screen (displayed when you click the Details
Button from the main screen) will automatically refresh.

The Web Log Screen Auto-Refresh controls how often the web log screen (available from the details
screen) will automatically refresh.

Setting any of the timers to zero will disable the auto-refresh function on that screen and require you to
click the Refresh Button on that screen in order to view the current data.

eSery Monitor Timer Opkions

Main Screen Auto-Fefrezh Time in Seconds:

Detail Screen Auto-Refrezh Time in Seconds:

'web Log Screen Auto-Refresh Time in Seconds:

LCancel | Accept
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Detail Screen:

Clicking the Detail Button from the Main Screen will show the current session details. Note that if a user
has logged on, then their Member 1D and name will be available on this display.

N =S|
Sezzion 1D Sozzion Slailed I mbe D [ Membies Mame -
SE0SEEET1 A2 2002 33508 AWM demia Rick's tesi login

Behesh I

Refreshing the Screen

Clicking the Refresh Button will update the list. If you set the auto-refresh timer in the settings, then this
screen will automatically refresh at the specified interval.

Web Log Viewer

By first selecting a session from this screen, and then clicking the Web Log Button will show what pages
have been accessed by the selected session. The Time, Page Name, |P Address, and the registered company
name for the IP address will be shown.

Note that this function is optional and may not be enabled on your system. Contact Jack Duncan for details.

Refreshing the Main Screen:

Y ou can click the Refresh Button at any time on the main screen to update the session counters. If you
entered an auto-refresh time for the main screen in the setup, then the screen will be automatically
refreshed at the specified interval.
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DB2 Web Logs

The DB2 Web Logs are an optional function of DB2. Please contact Jack Duncan for details.
The DB2 Web L ogs provide two functions:

Capturing of all activity on your Website (eServ and any other Website). This activity is detailed in nature
and contains the client | P address, time and date the activity occurred, the time the operation required, bytes
send, bytes received, and many more fields.

Matching the client | P addresses with the registered company name. Through an agreement with ARIN
(American Registry of Internet Names) OPSoftware maintains a“who is’ server for the exclusive use of
our customers. This server is updated directly from ARIN.

Before you can start capturing the Web Log details, you must have completed the ODBC data source setup
described earlier. Y ou must also be authorized for DB2 Web Logs. Contact Jack Duncan for details.

Y ou must then modify your Web Server configuration to start writing this detail to our ODBC data source.

Configuring Your Web Server for DB2 Web Logs:

The instructions here are for Windows 2000 Server. Windows NT has the same or similar functions. To
begin, you must open the Web Server management utility for your operating system. For Windows 2000,
right-click on My Computer and choose Manage from the pop-up menu.

Locate your default web site and then right-click on this entry.
Choose Properties from the pop-up menu to set the Web Logs.

Y ou must choose the Default Website. Y ou cannot set the logging properties on sub-webs. Y ou can
however select sub-websto not participate in logging.
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Default Website Properties:

Make sure you are on the Web Site tab. Located at the bottom of this screen is the logging settings for the
Website. Make sure the Enable Logging check box is checked and the Log Format is set to ODBC

Logging.
After making these settings, click the Properties Button to set the ODBC Logging properties.

Default Web Site Properties 7| x|

Drirectany Security I HTTF Headers I Custarm Errors I Server Extenzions
Wweh Site | Operators I Performance I [54F) Filers I Home Directony I D'ocuments

—feb Site |dentification

Drescription: IDefauIt YWieh Site

IP Address: I[ﬁ"-ll Uraszigned) j Advanced. .. |
TCP Part; IEEI 551 Port: I

— Connections
= Unlimited

™ Limited To: I 1.000 | connections
Connection Timeaut: I 900 zeconds

W HTTP Keep-tlives Enabled

—Iv Enable Logging

Active log format;

|0DBC Logaing | Praperties.. |

] 4 I Cancel | Apply | Help
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ODBC Logging Properties:

Y ou must make the settings in this screen exactly as shown below. The ODBC Data Source Name (DSN)
must be ECNWL (the data source you created earlier).

The Table must be ECNLHDetail spelled exactly as shown including the exact same upper and lower case
letters..

The user name must be Admin again in the exact same case.

Y ou must |eave the Password blank.

Once these settings are made and confirmed, click the OK button to save the changes.

TR TP

0ODBC

PERSTIE TRt )

Logging Properties

ODBLC Froperties

—ODBC Logging Options

IR

[T TR

ODBC Data Source Mame [DSM]

IEENWL

Table

IEENLHDetaiI

Uzer Mame

If-'-.dmin

FPazzward

o |

Cancel

Apply

Help
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Confirm Password:

When you set the ODBC Logging Properties, you will get a password confirmation box. Just click OK on
this box without entering a password.

Confirm Password x|

Pazsward: Cancel |
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DB2 Web Log Update

The DB2 Web Log Update isa DB2 Server application available only on your DB2 Server. This
application connects to the OPSoftware “who-is’ server to obtain the registered company name for an IP
address.

To run the DB2 Web Log Update manually, open your DB2 Server Menu and choose the Web Logs link.
Select the Partial Update (the full update is disabled) and then click Next to get the name records.

Y ou can aso schedule the DB2 Web Log Update to run with the DB2 Scheduler.

ARIN

ARIN (American Registry of Internet Names) isthe official registrant of |P addresses. They maintain the
complete listing for North America. They do not contain registered names for Europe or the Asia Pacific
regions. OPSoftware has an agreement with ARIN to access their ‘who-is’ database to obtain data for our
customers. Y ou will connect directly with our servers and not with ARIN.

Who Is Timing:

Our servers check with ARIN every 15 minutes. If you request an | P address that is not contained in the
OPSoftware who is database, then that |P address is added to our queue. The next time our automated
processes start (every 15 minutes), we will get the requested name data for that | P address. The next time
you connect to OPSoftware, the name data will be sent to your machine.

No only is getting the data from OPSoftware faster and in compliance with the ARIN agreement, it allows
for simpler change to a new source or format should it become necessary.

OPSoftware does not collect any information regarding your Website activity other than what is required to
look up the name for an IP address. Once the lookup is accomplished, absolutely no data remains regarding
who requested an | P address.

Web Logs Database:

The ECNWL Web Log database contains many queries and functions developed originally for OPSoftware
use. These sample queries provide the beginning tools to know exactly what is happening with your
Website.
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